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Outline

* Smart grids need new wireless access technologies
* VLC oftloads data traffic from radio access

* VLC secures wireless communication

* Retro-VLC could be a better solution

* Retro-VLC also supports real-time tracking
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What are Smart Microgrids Supposed to Do?

* As a subset of smart grids, smart microgrids operate in grid-connected
mode and offer the benefits of distributed computing and
communications to deliver real-time information and enable
instantaneous balancing of electrical supply and demand at the level
required for each discrete device.
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In a Home Area Network (HAN)...

* Smart grid delivers electricity to loads on a targeted, as needed basis.

* Microgrid operations perform multi-tier custom diagnostics and
schedule load shedding and level demand 1n real time.

* Smart appliances, 10T sensors, and other electric devices adjust their

run schedule to reduce electricity demand on the grid at critical times
and lower consumers’ energy bills.

We want... Wireless Access Technology
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Wireless Technology Evolution

Q)

Basic Phone Call

Short Message Service

o

Multimedia Message Service

SPEED

TECHNOLOGY

How fast will 5G be?
(To Download a 1 GB HD Video episode)

1997 1998 2001 2008
80Kbps 250 Kbps 384 Kbps 150 Mbps
GPRS EDGE 3G 4G
36 hours
24 minutes
32 seconds 43 saconds
: 4 hours
7 hours &4 minutes
16 minutes 27 seconds

54 seco nds

2018~

10Gbps

5G

| 0.8 seconds

Utra-high Speed
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5G Spectrum Exploitation
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Requirement >500MHz - 45GHz available
for IMT-2020 for future Cellular Access and Self-Backhaul
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5G Primary bands 5G Complementary Bands for Capacity, 45GHz available
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How about VLC?

A\

High Security

o No RF EMI
Ubiquitous

Green Technology High Data Rate

High Location Accuracy
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Combining Lighting with Communication

* A typical VLC schematic diagram with LED transmitter and PD
recerver

Dimming : Aov < )
Noise (&0
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Driver —~--» [1 [
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Data Emitter | Channel | Receiver
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Benefits are Two-fold

HAN Gateway

(Interfaced with AMI) ==
h
-~ Smart Grid

- - . 11
Less congested
Latency goes down
RN Duplex VLC link

For key exchange and mutual authentication

~—
‘e

« === Duplex RF link

For encrypted data communication

Hacker can intercept the ) ‘ 8

RF signal while canpot NEW MEXICO TECH
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VLC Connect to the Internet - Uplink?

* Uplink of VLC 1s a challenge.
* Incorporate RF uplink could be a solution.

Wired Interconnec tion |

Optical wireless channel
reless channe

o

Router and Wi-Fi
Access Point




VLC Connect to the Internet - Uplink?

 Asymmetric Li+WiFi System Architecture and Traffic Flow Demo

PC 1 e Downlink IP packets flow
Int ¢ - - unidirectional
e A-1 \ (Relay) |\ - B Uplink IP packets flow
I m— Wired
I T ( ) == == == Wireless
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Access Point -

(Client)
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VLC Connect to the Internet - Testbed

* In the following video, we show a testbed using visible light
communication (VLC) to connect to the Internet.

The client that is
connected to the Internet

The receiver The controller for

software-defined VLC

The light source e B -

e
\ oy

- -
p——
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VLC Connect to the Internet



An Indoor Li+WiFi HetNet

Computer

Printer

— ———- VLC downlink
————— Wifi uplink
Wired cable

The coexistence of LiFi and
WiFi leverage ubiquitous
LiF1 luminaire to alleviate
the wireless radio channel
congestion and provide better
quality of experience to the
end users.
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Configurations — Hybrid and Aggregated

Wired interconnection '-H

Optical wireless channel

I @I) Wi-Fi wireless ¢hannel

 ——————f - P

Router and Wi-Fi
access point

(@)

Wired interconnection .—lq

Optical wireless channel

I @I) Wi-Fi wireless/channel

-————

Router and Wi-Fi
access point

(b)

Configurations of the a) hybrid system, and b) the aggregated system.
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Experimental Results

* Throughput vs. Number of users

Average Throughput (Mbps)
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e WiFionly == == Hybrid VLC Aggregation

Keynotes:

* WiFi performs badly for more
access devices.

* VLC performance is stable.

* Aggregation boosts data rate.
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Experimental Results

* Loading time in web browsing

Average Loading time (s)

S = MW B U h =
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7 ..
H i

Yahoo Google Youtube
Representative Web sites

BWiFionly BEHybrid VLC B Aggregation

Keynotes:
* WiFi performs the worst.

* VLC performs the best.

* Aggregation system is held
back by high WiFi latency.
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Data Privacy is Another Concern

* WLAN Vulnerability — WPA2 Personal

—>
-

Authorized User D Authenticator
v’

Key Exchange (4-way Handshake) Interceptor

Data Exchange
ﬁ




WLAN Vulnerability — WPA?2 Personal

* In the following video, we show how the WiFi login password can be
stolen by a passive interceptor.

WiFi Router Intercepted packets
and decrypted WiFi
password will be

shown on this screen

Wireless
Adapter
(Passive
Interceptor)
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VLC Could be A Solution

* Sensitive data 1s exchanged on the VLC link.
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Maybe Retro-VLC is Better?

Conventional Symmetric VLC Ultra-low-power Asymmetric Retro-VLC
. Ligh et LCD sh
Light Sensor 5 ight Sensor (& éLED [1 LCD shutter
R Reflected Retro-reflector o
VLC B
VLC Uplink Energy
Uplink VLC _ harvesting
Downlink VLC
Downlink
LED v —
(Several Watts) Sk BoAIN Solar Panel
Retro-tag (Hundreds of pyW)
¢ High power ¢ Ultra-low-power uplink transmission
¢ Miss uplink alignment ¢ Uplink alignment ensured by retro-reflectivity
¢ Potential uplink glaring ¢ No diffused uplink glaring light NEW MEXICO TECH
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The Bandwidth is Limited

* Twisted Nematic shutter:

* Low voltage (~3.3V)
* Low frequency (~ 200 Hz)

* P1-cell shutter:
* High voltage (> 10 V)
* High frequency (up to 5 kHz)

Let's do some experiments:

-

|
d

LED
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Bottleneck of LCD shutters

Modulation Frequency

[P Trigger

2 Hz

(@ 1.00Vv

Value Mean Min dax Std Dev
@D Peak—Peak 2.56 V 2.41 120m : 575m |
&P Amplitude 2.36 Vv 2.22 120m . 526m SN S S SO S S S S S S S SO S S SO S S S SO S S S—
@D Frequency 999.4mHz 260.5 974.9m : 1.248k 400ms ’ 2.50ks/s ’ ‘ @& 5 -1.42 V’
&P Low 720mv  841m 640m : 513m . J{10k points |
&P Mean 1.90 V 1.92 727m : 429m ) )
&P High 3.08V 3.06 800m ; 211m (13 Nov 2015

(@RVS 223V 220 727m 308 39om 044327 NEW MEXICO TECH
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Bottleneck of LCD shutters

Modulation Frequency

i

AR

(@D 1.00Vv )

' value Mean Min Std Dev |

@D Peak—Peak 2.52V : 120m : 261m

&P Amplitude 2.36 Vv : 120m 239m SN S S SO S S S S S S S SO S S SO S S S SO S S S—
@D Frequency 5.450 Hz .44 974.9m 469.7 ‘400"15 ’ 2.50ks/s ‘ @& - —1-42\/’
&P Low 720mv  735m 640m : 187m \ J 110k points J|
&P Mean 1.92V 1.89 727m : 212m ) )
&P High 3.08V 3.07 800m ; 165m (13 Nov 2015

|@~RMS 224V 220 727m 308 215m | 04:43:50__) NEW MEXICO TECH
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Bottleneck of LCD shutters

1 Trnger !

_Jl 3 { l.‘ h

(@ 1.00Vv

@D Peak—Peak
&P Amplitude
@D Frequency
& Low

&P Mean

&P High

@D RMS

Value
2.56 V
2.36V
20.06 Hz
720my
1.99V
3.08V
2:23:V

Mean
2.56
2.36
20.19
720m
2.11
3.08
2.37

Std Dev

21.6m

0.00 —
84.22m 40.0ms
0.00 \

289m

0.00

225m

| (25.0kS/s

=

@ 5 -1.42 v“’
J 110K points ||

(13 Nov 2015
104:44:45

Modulation Frequency

40 Hz
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Bottleneck of LCD shutters

L L Modulation Frequency

WM W W W W ARV VAN WARVERVERN

100 Hz

(@D 1.00Vv )

' Value Mean Min dax Std Dev

@D Peak—Peak 2.52V : : . 22.3m |
&P Amplitude 2.36 Vv : : : 24.9m SO S SO S S S S S S S W S S S S S S S S
@D Frequency 49.88 Hz 3 : ; 11.02 40.0ms ’ 25.0ks/s H @& 5 -1.42 V’
& Low 720mv 720m 16.3m . J{10k points ]|
@ Mean 1.89V : 1.68 : 108m ) »
&P High 3.08V ; 3.04 : 17.4m (13 Nov 2015

(@ RMS 204V 2018 198 2583 98i5m l04:45:26 ) NEW MEXICO TECH
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Bottleneck of LCD shutters

Modulation Frequency

[ Trigger
| i )

\"Mi

140 Hz

(@D 1.00Vv )

' Value Mean Min dax Std Dev

@D Peak—Peak 2.48V 4 2.44 : 16.7m |
@D Amplitude 2.24 v z 2.24 : 19.8m SO S S S S W S S S S W S S S S S S S S,
@D Frequency 71.12 Hz 3 61.50 : 4.270 20.0ms ’ 50.0kS/s H @& - —1-42\/’
& Low 760my 760m 0.00 \5+¥0.000000s J[{10k points ]|
@ Mean 1.84 v : 1.77 : 28.7m ) »
&P High 3.00V : 3.00 .04 19.8m (13 Nov 2015
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Bottleneck of LCD shutters

Modulation Frequency

'\ | ikd

v V V

200 Hz

(@D 1.00Vv )

' Value Mean Min dax Std Dev

@D Peak—Peak 2.2V : 2.24 : 88.7m |
@D Amplitude 2.24 Vv z : : 93.3m SO S S S S W S S S S W S S S S S S S S
@D Frequency 102.0 Hz p 1 : 12.60 20.0ms ’ 50.0kS/s H @& 5 -1.42 V’
& Low 720my 680m 49.1m \5+¥0.000000s J[{10k points ]|
@ Mean 1.75V : 1.73 : 34.8m ) »
&P High 2.96 V - 2.84 .04 55.3m (13 Nov 2015

|@nRMS  Gloov 105 188 210 50.0m | 04:46:54 ) NEW MEXICO TECH
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Bottleneck of LCD shutters

1 Tt"igl]gér'
| \i v

Modulation Frequency

300 Hz

(@ 1.00V )

@D Peak—Peak
&P Amplitude
@D Frequency
& Low

&P Mean

&P High

@D RMS

43.1m | 04:48:31

Value
1.80V
1.80V
155.3 Hz
920my
1.76 V
2.72V
1.82V

Mean

825m
[T érs
2.83
1.87

Min
1.80
1.80
131555
760m
1.72
2.72
1.81

Std Dev

81.0m

81.0m -

10.26 20.0ms

36.6m \»v0.000000s
35.3m ) »
51.4m [13 Nov 2015]

=

(50.0kS/s

@ 5 -1.42 v“’
10k points ||

J N\
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Bottleneck of LCD shutters

Modulation Frequency

400 Hz

(@ 1.00v )
f ) Mean Min dax Std Dev
@D Peak—Peak 1.4 : 240m 2 171m |
&P Amplitude 1.4 : 240m : 171m SO S SO S S S S S S S W S S S S S S S S
@D Frequency : : 115.5 : 864.1 20.0ms ’ 50.0KkS/s ’ ‘ & 5 -1.42 V’
& Low : g -80.0m 1. 159m \5+¥0.000000s J{10k points ||
@ Mean ‘ : 45.4m : 196m ) »
@D High : : 160m : 265m (13 Nov 2015]

(@RMS 1.9V 1.92  49.4m 1.99  197m | 04:52:08 ) NEW MEXICO TECH
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Bottleneck of LCD shutters

Modulation Frequency
800 Hz
NEW MEXICO TECH

s S
—1.42 V)
|"'13 Nov 2015]
104:54:41 |

@

‘ l"so'.oksks H
) |10k points ||

\»v0.000000 s

Std Dev
209m
65.68
104m
16.1m
108m
15.9m

©
BN o
i =S
T -

620m 1.40
620m 1.40
208.3

765m
765m
363.3
1.54
1.89

Value
392.9 Hz

@D Peak—Peak 620mv
@ Amplitude 620mv

@D Frequency

& Low
@& Mean

Trigger
(@ 500mv

1
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Bottleneck of LCD shutters

(@ 200mv

@D Peak—Peak
&P Amplitude
@D Frequency
& Low

&P Mean

&P High

@D RMS

Mean
295m
295m
822.3
1.85
1.98
2.14
1.98

Std Dev

6.08m :
6.08m O S — I .
48.03 Hmokszs H & - -224mv
13.1m \I»v0.000000 s 10k points

12.2m

13.6m 13 Nov 2015]
12.2m | .04:56:47

J

Modulation Frequency

1600 Hz
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A Novel Pixelated Retro-VLC Tag

* Instead of using one shutter,
multiple smaller shutters form
the pixelated Retro-VLC tag.

Carrler or PWM

* Smaller LCD shutters has | Vo
faster switching speed.

Single-pixel

. 16\1111;]1;11615:%1 optical signals are HJHJWJ
 PAM, OFDM modulation H H H n

SChemes are pOSSlble Multilevel; PAM or OFDM Pixelated
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A RetroVLC Array Testbed from NMT

25T,

=

A square wave signal from RetroVLC tag

‘ :
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A RetroVLC Array Testbed from NMT

MCU controlled pixelated RetroVLC Light Source + Avalanche PD M‘
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A RetroVLC Prototype from NJIT

* This device 1s developed by my collaborator Dr. Abdallah Khreishah from New
Jersey Institute of Technology.

i

E”l'lﬁnl 1. I
Corner Cube SEE ___=
Retroreflector
Driver
Circuit
Solar Cell

J — NEW MEXICO TECH
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Retro-VLCP: Real-time Tracking

Light Infrastructure 7
2> . t
> Photocdiodes i
~
S
~
S
iy ) Q Q
~ , Instrument
S Mobile
RETRO Tag _ 1= )/Q \

D l“ g Controller X Human

Mobile Human Instrument NEW MEXICO TECH
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Retro-VLCP: Challenge

e RSSI and Trilateration based

Localization
* Key Feature: When retro-reflector
changes its location and orientation,

the received optical power on each
PD will change.

z\ y  Correlate the effective reflecting area

R | JL with the location of retroreflector?

P D/' \ Effective

. Reflecting
Left View Area (ERA)
(System)
Corner-cube
retro-reflector
Effective
Top View 5 Reflecting
(LED panel) \ Area (ERA)
PD
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Retro-VLCP: Key Idea

A Derjye Effecive Reflecting Area (ERA)

will be retro-reflected. , ,
Step 1: Map the overlapped region to the light source plane.

Light source plane P — photodiode
P' —» symmetric point

Step 2: Rotate the overlap region around P.

Step 3: Trajectory of P’ bounds ERA.

\/ e NEW MEXICO TECH
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Retro-VLCP: Key Idea

[ Derive Effective Reflecting Area (ERA)
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Retro-VLCP: Experiment Evaluation

Centimeter-level location accuracy

wh=1 m

—h=75cm | |

h=1..25 iii
==h=1.5m ||

0 2 4
Location error (cm)

6

1

0.8

i

E G =—+=Location error
0.4 B8 -6~ Angular error

028

0® ' . ' '
0 2 -+ 6 8 10
Location/Angular error (cm/degree)
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